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THE STORY 

SO FAR ...
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Over the past couple of years, AusCERT has coordinated and run a highly-
successful information sharing group for the tertiary education sector, and we are
pleased to announce the establishment of an AusCERT Information Sharing and
Analysis Center (AusISAC); now available to general members. Members who
join will be given access to our MISP platform, where we share a curated feed of
threat intelligence gathered from multiple sources, and our own malware and
threat analysis.

Overview

AusISAC
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P R E V E N T  

The f irst step in defense is prevention.
 
Our MISP plat form del ivers vet ted threat
indicators sourced from members,  AusCERT’s
internal  analysis of  captured malware and
spam samples and trusted third part ies.
 
These indicators can help minimise the r isk of
mal ic ious traf f ic  successful ly penetrat ing your
network.  
 
You can achieve this by feeding the indicators
to di f ferent layers of  defensive secur i ty
controls wi thin your environment,  such as
SIEMs, f i rewal ls,  IDS/IPS, network and
server ACLs, Web proxies and mai l  f i l ters.

 
 
Threat indicator ingest ion can be a manual
process or automated. 
 
Simply choose your path.
 
MISP exports threat indicators in a var iety of
formats,  wi th cont inuous integrat ion work
being undertaken by CIRCL, the developers of
MISP. Some supported export  formats:  STIX,
CSV, Snort /Sur icata rules,  BRO.

D E T E C T

When preventive controls fai l ,  a primary infection or
intrusion  wil l  occur.
 
Often t imes, th is is fo l lowed by an at tempt to propagate
within the environment by target ing vulnerable systems.
Malware such as Trojan downloaders also at tempt to
perform secondary infect ions on systems by fetching
malware such as ransomware and backdoors f rom remote
servers.
 
Threat indicators  l ike domains,  dest inat ion IPs, URLs of
malware serving si tes,  when appl ied to your network
secur i ty controls can help Ident i fy infected hosts wi thin
your network (beaconing to C&C) 
 
Prevent secondary malware  f rom being instal led,  thereby
reducing impact 
 
Detect and block malicious traff ic  such as vulnerabi l i ty
scanner,  exploi ts f rom traversing the local  network by
detect ing patterns in t raf f ic  and host-based IDS.
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I D E N T I F Y
I f  a  s y s t e m  h a s  b e e n  c o m p r o m i s e d  a n d  y o u  w a n t  t o  e s t a b l i s h  t h e  m e t h o d o l o g y
t h r o u g h  w h i c h  t h e  c o m p r o m i s e  o c c u r r e d ,  a  f o r e n s i c  i n v e s t i g a t i o n  w o u l d  b e
i n i t i a t e d .  

P R I C I N G :  $ 1 0 , 0 0 0  E X T  G S T  P E R  A N N U M  

C O N T A C T  U S  T O  B E  A  P A R T  O F  T H I S  I N I T I A T I V E

M E M B E R S H I P@A U S C E R T . O R G , A U

While i t ’s  possible to postulate potent ia l  infect ion vectors,  somet imes i t  helps to have
indicators of  compromise around suspected vectors to correlate against  your logs and
artefacts.
 
Host-based indicators such as:
Hashes, YARA signatures and f i le paths to ident i fy artefacts dropped by a malware
Registry keys to ident i fy Persistence mechanisms employed by a malware.
 
Network based indicators such as:
URLs, IPs,  domains could help ident i fy Command and Control  servers,  drop zones for
exf i l t rated data,  malware serving hosts.
 
MISP’s bui l t - in correlat ion feature also enables human operators to s ight s imi lar i t ies to past
campaigns, such as known threat actors,  exploi ted vulnerabi l i t ies.


