
Copyright © 2005 AusCERT 1

Malicious Software Attacks 
Targeting Home Users and 

Businesses
Robert Lowe

AusCERT



Copyright © 2006 AusCERT



Copyright © 2006 AusCERT

Making cyber-crime pay

• Botnets
– Spamming
– DoS for extortion
– Adware/spyware/malware installation
– Hosting phishing, warez…

• trading in online commodities – “shells”, 
“carding” etc.

• malware distribution
• and the list goes on…



Copyright © 2006 AusCERT

Malware currently

• Built to bypass security counter-measures
– Disable firewall and AV

• Not detectable by up-to-date AV at release

• Using root-kit features 
– harder to detect and remove
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Developments

• Malware development approaching 
commercial software: licensing, forums, 
support etc…

• Less technical knowledge required to deploy 
malware
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A-311 Death Trojan aka Haxdoor

• Commercial Malware generator
• “keylogger”, proxy and more



Copyright © 2006 AusCERT

Haxdoor Case study: hooks

• 12 June 
– Over 50 AU web bulletin boards spammed with:
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• 15th June 
–Large spam run using email similar to:

From: "xxx" <xxx@xxx.xxx> 
To: <xxx@xxx.org.au> 
Subject: National Bank goes bankrupt?! 
People starting panic withdrawals, some of the accounts were reported 
closed due to technical reasons, many ATMs are not operating. Does it 
seem that one of the Australia's greatest goes bankrupt? 

The full story could be found here: 
http://www.saltnlight-e.com/news.php

Well, hope that isn't true... Anyway You'd rather check your balance... 

Haxdoor case study: hooks
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Haxdoor case study: infection

• Four domains initially identified

• More identified later

• Plus several other sites behind the scenes.
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Haxdoor case study: detection
• AV detection of Haxdoor:

AntiVir 6.35.0.13 06.14.2006 no virus found 
Avast 4.7.844.0 06.13.2006 no virus found 
AVG 386 06.14.2006 no virus found 
BitDefender 7.2 06.15.2006 no virus found 
ClamAV devel-20060426 06.14.2006 no virus found 
DrWeb 4.33 06.14.2006 BackDoor.Haxdoor.294 
eTrust-InoculateIT 23.72.38 06.15.2006 no virus found 
eTrust-Vet 12.6.2256 06.14.2006 Win32/Haxdoor!generic
Kaspersky 4.0.2.24 06.15.2006 no virus found 
McAfee 4784 06.14.2006 no virus found 
Microsoft 1.1441 06.15.2006 no virus found 
NOD32v2 1.1599 06.14.2006 a variant of Win32/Haxdoor 
Panda 9.0.0.4 06.14.2006 Suspicious file
Sophos 4.06.0 06.14.2006 no virus found 
Symantec 8.0 06.15.2006 no virus found 
VBA32 3.11.0 06.14.2006 suspected of Trojan-Downloader.Agent.83
VirusBuster 4.3.7:9 06.14.2006 no virus found 
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Haxdoor case study: response

• AusCERT’s Response:
– Issued deregistration requests to registrar 

• Domains held or de-registered
– Issued cleanup/data retrieval requests to ISPs 

and webmasters
• Compromised sites being cleaned
• Potential for re-compromise

– Issued Alerts 
• AL-2006.0049, AU-2006.0019, AU-2006.0022, 

– Issued media release
• Media Release - Response to recent media coverage 

of the A-311 Death (aka: Haxdoor) trojan
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Haxdoor case study: attention
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Haxdoor case study: impact

• 3+ GB of data logs
• March to July 2006
• Over 1000 domains identified
• Information from 15 separate haxdoor variant 

“runs”
• >70% detection failure rate from 26 AV 

vendors at time AusCERT found it
• Contained rootkit and AV disabling functions

– Won’t be detected by AV if infected prior to the 
signature update
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How effective was it?

• About 34,000 unique infections from 149 countries

5%1774NZ

9%2458Poland

11%3594US

14%4760Germany

34%11,418Australia

Australia includes compromise of e-tax data…
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• On average each infected computer had 
about 120 web log transactions captured, 
including SSL sessions – form data and 
protected storage data (passwords)

• Average infection time 10 days
– Minimum < 24 hours
– Maximum 52 days

Trojan logging site
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Counter measures

• Run up to date software
• Run as an unprivileged user (not 

Administrator)
• Be careful when opening attachments or 

clicking links in email, forums or chat
• Spam filtering
• Use security software

– Personal Firewall
– Anti-virus
– Anti-spyware
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Questions

?


